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1.
Introduction

This report represents the results of the final task of a four part study that was carried out to identify and analyze the policy issues and planning requirements related to the development of a seismic computerized alert network (SCAN) as part of the TriNet seismic network in southern California.  The study consisted of the four tasks and used a range of approaches, including systematic telephone interviewing, face-to-face informant interviews, reviews of existing literature, and policy-analytic strategies in order to develop a comprehensive perspective on the feasibility of implementing SCAN for the Southern California region. 

The following is a brief description of the first three tasks of the study:

Task 1. The identification of potential users of an earthquake early warning system within selected institutional sectors using a structured telephone survey. The health care, education, emergency response, and transportation and utilities sectors were chosen for study because of the key roles they play in protecting the public in the event of a major earthquake and because they were judged to be likely adopters of a SCAN system.

Task 2. Review of the risk communication and hazard warning literature to identify relevant findings that apply to the design of warning systems and to the issuance of real-time and near-real-time warnings, with a special emphasis on the challenges associated with the dissemination of very short-term warnings.

Task 3. Identification and analysis of public policy issues associated with the earthquake early warning system.  The issues were categorized according to three areas of concern: organization and management, legal liability, and funding.

The objectives of the final task (Task 4) of the study were to:

1. Propose the design of a pilot project to introduce an earthquake early warning system to southern California; 

2. Develop a work plan that describes all the tasks that need to be performed in conducting the pilot project;

3. Recommend an approach to test and evaluate the effectiveness of SCAN as a reliable earthquake early warning system during the pilot project; and

4. Recommend organizations for participation in pilot project.

2.
SCAN Pilot Project Design 

According to the social science literature, all hazard warning systems are composed of two phases with several components each: 1) scientific assessment, and 2) dissemination (Nigg, 1995). Any effort to implement a warning system must carry out these two essential functions effectively, reliably, and accurately.  In the application of these criteria to the design of a SCAN pilot project, a third phase, warning response, has been added in order to also evaluate the users’ response to a SCAN warning.   Figure 1 illustrates the interrelationship between the three phases.
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Figure 1:  Integrated Warning System

2.1
Scientific Assessment Phase

The scientific assessment phase is undertaken by the participating scientific institutions, and must take advantage of the best available scientific knowledge.  Equally important, it must be conducted in ways that can provide system users with warning information that is tailored to their expectations and needs with respect to accuracy, credibility, reliability, timeliness, and intended use of the information. For example, if the time needed for achieving accurate scientific assessment of the threat (that is, for analyzing seismic data and developing a credible and reliable alert), is so long that it seriously truncates actual warning time periods, the system may be judged unacceptable to potential users.  Similarly, if the uncertainties or the reliability associated with projections derived from the warning technologies are not within limits that are considered acceptable by users, they will not want to take part in the system. 

SCAN’s scientific assessment phase will generally consists of the interpretation of ground motion data and the translation of the data into a forecast of probability of an earthquake’s eventual Magnitude. The assessment process is assumed to work as follows: the earthquake starts at a point, and the p-wave arrives at the first station.  It takes the station 1 to 2 seconds to send a packet of data to the central processing site.  One station could trigger a SCAN warning, with an estimated magnitude and an associated probability of there actually being an earthquake (although the reliability of a warning based on one station needs to be evaluated).  A second station would trigger within a second or two, and the system could warn with revised magnitude and increased probability.  As the event continues, there would be additional warnings with magnitude, probability and spatial extent of rupture.  The formula for estimating warning time is presented in Figure 2. 


Figure 2:  Formula for Estimating Earthquake Warning Times

In order for SCAN to function rapidly, an automated detection algorithm will need to be developed whereby the “triggering” of a small number of TriNet stations automatically initiates the generation of a SCAN message.  The SCAN message will likely consist of the epicenter location, origin time, current rupture length, current magnitude based on current rupture length, number of stations reporting, etc.  From the SCAN message, the user’s receiving software will determine local impacts, such as estimated ground shaking and time to arrival based on minimal user-input information (address, magnitude or intensity or acceleration threshold of interest, and a probability threshold).  Depending on the final TriNet network configuration, an overhead time (amount of time required by the system to recognize an event, process the information and issue the warning) of between 10 and 20 seconds is anticipated.  Potential warning time is then estimated as the amount of time required for ground shaking to reach the subject location, less the required system overhead time.  It should be noted that this is the amount of time required for the raw SCAN message to be received by the user, and does not account for any additional time for processing required upon receipt (i.e., it would not include the execution time for locally installed software).

During the pilot project, it will be important to evaluate the extent to which SCAN’s assessment process is both scientifically valid and acceptable to potential users.  Before that can happen, the assessment process will need to be thoroughly documented and validated. The TriNet organizations (USGS, CDMG, and Caltech) share in this responsibility and should seriously consider an external peer review of their methods.  This will be necessary both for obtaining legal opinions regarding the liability associated with SCAN and for generating support for participation in the pilot study by potential users.  Additionally, the software for automatically translating the initial ground motion data into a forecast needs to finalized, the mechanism for transmitting that forecast to end-users so that it can be applied at the organizational or site level needs to be determined, and the user’s receiving software needs to be developed.. 

2.2
Dissemination Phase

The dissemination phase is in many ways even more complicated than the scientific assessment phase.  There are two broad issues that must be considered in planning to disseminate warnings (Nigg, 1995).  First, for any warning that is being disseminated by public agencies, issues of intergovernmental planning and coordination must be addressed.  In other words, the warning system encompasses not only warning technologies but also relationships among the governmental entities that ultimately have responsibility for public safety.  In the case of SCAN, the general public will not be involved in the pilot project.  Nevertheless, the governmental agencies that have statutory authority to issue warnings and the direct responsibility for public safety need to participate in the pilot project if it is to truly test and evaluate the effectiveness of SCAN.  That is why OES, FEMA, and the local government agencies selected to participate in the pilot project, will need to be involved in the development of the system itself.  First, they must be educated on the scientific assessment phase of the warning process.  They will also need to be directly involved in decisions regarding the content of the warning message and the means to be used in disseminating the message.

Second, the channels of communication and relationships among the organizations that comprise the warning system must be planned and arranged in advance to ensure that warning messages reach their intended audiences as rapidly and with as little potential for errors as possible.  As part of the planning process, the roles and responsibilities of each organization participating in the pilot project will need to be well defined.

2.3 Response Phase

The response phase refers to the protective measures that user organizations will implement based on the warning message.  Depending on the type of user organization, the geographic location of the organization facilities (may include multiple sites), SCAN’s projection of probable ground motion for the site location, and the projected time of arrival of the ground shaking, the protective measures that user organizations may implement will vary from personal safety actions (drop and cover) to more complicated automatic shutdown of key operations.   

This phase will pose the greatest challenge of all to the developers of SCAN.  The SCAN developers will need to take into account what user organizations, the ultimate recipients of the warning messages, require in order to respond rapidly and appropriately.  These requirements will include a thorough understanding of how SCAN will operate, user friendly interface software, programming support in the developing automatic shut down procedures, an understanding of what actions people can reasonably be expected to undertake given the very short warning times that will be provided. 

3.
SCAN Implementation and Pilot Project Workplan Outline

The work elements required for the implementation of the SCAN system, and its testing and evaluation in the pilot project may be categorized into three categories, Policy tasks, Technical tasks, and Pilot Project Tasks, with subtasks as identified below.  The complex interaction and timing among these tasks is demonstrated in Figure 3.  Each of these tasks and sub-tasks is described in the following sections.  Note: primary responsibility for the Policy and Technical tasks resides with the TriNet SCAN partners, while the Pilot Project Tasks may be implemented and/or coordinated by OES or a contractor.

Policy Tasks

1. Documentation of the scientific background and methods employed for SCAN, including peer review.

2. Seek legal opinion regarding liability issues associated with SCAN and the issuance of alerts.

3. Finalize/confirm roles and responsibilities of SCAN partners

4. Hold an outreach workshop for Scientists and Potential Users

Technical Tasks

1. Complete the development of the earthquake detection algorithm (software) 

2. Develop SCAN message content

3. Select dissemination mechanism

4. Develop baseline user’s “receiving” software to translate SCAN message into local impacts (turns Magnitude, epicenter location and probability into estimates of local shaking and arrival time estimate).

Pilot Project Tasks

1. Solicit user participation 

2. User education and training

3. In-house testing of the earthquake detection algorithm and message generation process

4. Testing of message dissemination

5. Comprehensive start-to-finish testing of the SCAN system with simulated messages, including user response testing.

6. Pilot test evaluation


Figure 3:  SCAN Implementation and Pilot Project Workplan

3.1 seq subthree \r \h 
Policy Activities to Undertake Prior To/In Parallel with Pilot Project Initiation 

Key informant interview findings and a review of relevant legal issues reveal that a number of steps should be completed prior to, or in parallel with, the initiation of a SCAN pilot project.

3.1.1
Documentation and Validation of SCAN’s Scientific Assessment Process

The interpretation of ground motion data and the translation of data into a forecast of probability of an earthquake’s eventual Magnitude must be well documented and validated.  This is necessary both for obtaining legal opinions regarding the liability associated with SCAN and for generating support for participation in the pilot study by potential users. Most likely, the documentation of scientific assessment methods to be used during the pilot project already exists.  This documentation should be formalized, reviewed and validated.  

A fundamental question to be answered during the review process is whether the warning issued by SCAN is more analogous to an earthquake prediction and a weather forecast (which attempt to anticipate future events) or more like flood, hazardous material, or hurricane warnings (warnings of events that are occurring and unfolding).  Clearly, it does not fit the classic paradigm of an earthquake prediction as a rigorous, scientifically based forecast of the future time, place, magnitude and probability of occurrence.  Nevertheless, there are elements of SCAN that mimic the classic earthquake prediction formulations.  For example, when the first TriNet instrument detects the beginning of an earthquake, the time and place will be known, but the magnitude and probability of strong ground motion at particular sites will not.  SCAN will be “forecasting” (predicting?) what will occur at some future point, albeit within a few seconds. In addition, current plans envision the alert message to contain a probabilistic statement of the likelihood of an earthquake reaching a given magnitude, which in turn, is translated into estimates of strong ground motion occurring at specific locations; in the classic earthquake prediction paradigm, it is expected that any “valid” prediction would also be expressed in probabilistic terms. 

A clarification of the issues raised here is of critical importance to SCAN, particularly as they relate to the legal immunities that may or may not be invoked when a warning message is issued. Once SCAN’s specific operational features are well documented and validated, it would be prudent to seek a formal legal opinion. 

A precedent for the type of review and validation being recommended for  SCAN is the process that was followed in the 1980s for what became known as the Parkfield Earthquake Prediction experiment.  The Parkfield Prediction experiment began when two United States Geological Survey (USGS) scientists submitted research data to the National Earthquake Prediction Evaluation Council (NEPEC) in November 1984.  NEPEC endorsed the prediction and agreed that the Director of the USGS be advised to issue a public statement about the prediction, which was done in April 1985.  This statement forecast an earthquake of Magnitude 5.5 to 6.0 would occur between 1985-1993, with over 90 percent probability. 

Since the USGS is the agency in the United States specifically empowered to issue geologic hazard warnings, this statement by the Director of the USGS was fundamental to the subsequent actions taken at the state level.  All subsequent Parkfield warnings were issued by the USGS and passed on to the affected counties by OES through its communications network for dissemination by the counties and the media.

Throughout this process there were extensive discussions between the USGS and the State of California regarding how an actual warning should be issued to the public.  California, principally through the Governor’s Office of Emergency Services (OES), argued that the actual warning message should be routed to the state, following confirmation from the USGS that the precursory events anticipated in the alert criteria had occurred.

In order to trigger the immunities contained in California law relating to earthquake predictions, the California Earthquake Prediction Evaluation Council (CEPEC), an advisory body that reports to the Director of OES, conducted a peer review of the scientific assumptions developed by the USGS scientists.  In addition to reviewing the theories that led to the general Parkfield prediction, CEPEC also evaluated the criteria that would have to be met for specific alert levels to be reached.  Since at the highest alert level, (designated an A Level Alert) there might only be 90 seconds to a few minutes between the detection of the premonitory activity and the occurrence of the main earthquake, CEPEC recommended to the Director of OES that when the criteria for the A level alert were met, a warning should automatically be issued to the counties that might be affected by the subsequent earthquake.  In addition, a general public warning would be issued virtually simultaneously through the media.

On the basis of this CEPEC review, the Director of OES then recommended to the Governor that when the criteria set forth in the plans were met, a warning should be issued to local governments and the public.  The Governor’s concurrence with this policy recommendation then provided the legal authority envisioned in state law for the issuance of an earthquake prediction, or warning. It is important to note also that at the federal level, the public announcement by a policy level official, the USGS Director, occurred prior to moving forward with the effort to develop specific emergency response plans. 

In California, CEPEC has played an analogous role in reviewing procedures to be used by OES to issue earthquake “advisories”. These advisories are disseminated following significant events in which the media and public might speculate about the possibility that the earthquake was a foreshock to a larger event.  This role – conducting a peer review of scientific processes and advising and consulting with the OES Director on policy implications – has, over time, evolved into CEPEC’s most significant contribution to California’s earthquake safety policies and procedures. 

It is recommended that a similar procedure be followed prior to any deployment of the SCAN system.  That is, CEPEC should conduct a review of SCAN’s scientific assumptions and any other technical considerations that the members feel are relevant.  In addition, CEPEC should work with OES and the TriNet partners in the development of the warning messages that would be used.  Following this review, the Director of OES should then consider whether to make a policy recommendation to the Governor of California as to the circumstances under which a SCAN alert should be issued.  It is anticipated that in the course of these deliberations, additional policy considerations may emerge that will need to be addressed before the full operational deployment of SCAN.

3.1.2
Consideration and Clarification of Legal Issues

During Task 3, an analyses of the legal issues surrounding the deployment of SCAN was conducted.  Based on that analyses several key recommendations were made that should be implemented prior to the deployment of a fully operational SCAN.

3.1.2.1
Decision to Employ SCAN as a Warning System

The decision to implement SCAN as a warning system should be the result of policy-level decisions by senior officials within the TriNet partner organizations.  The emphasis here is on decisions by policy level officials due to potential legal liability should SCAN implementation decisions be made by lower level “ministerial” or operational staff. It is especially important that the USGS be involved in the decision to issue warnings via SCAN given their established authority to issue warnings for geologic hazards. 

3.1.2.2
Avoiding the “Mandatory Duty” to Warn

A further consideration relates to the care that must be taken in deploying SCAN to avoid creating a “mandatory duty” to warn.  This is a somewhat complex subject, and generally arises when a jurisdiction, by enactment, such as a statute or ordinance, undertakes to protect against the risk of a particular kind of injury. If such a mandatory duty is created, a liability can result unless care is taken in the enforcement and execution of the duty.  Again, prior to the deployment of a fully operational SCAN, it is recommended that legal counsel be involved in the drafting of agreements between the SCAN management and the end users of the system.

Though this may be considered unnecessarily cautious in the deployment of the pilot SCAN initiative, it is conceivable that the issue of creating a mandatory duty could arise. Of particular concern would be the prospect of having the “benefits” of the warning system limited to a few initial users, while ignoring the general public. Should a damaging earthquake occur while the pilot effort is underway, with resulting injuries or losses that the pilot users of SCAN are able to avoid by virtue of the system’s effectiveness, questions could be raised regarding the criteria, standards and procedures used to select the pilot project partners.  Though the probability of this occurrence may be considered slight, care should be taken in documenting the process used to select the pilot participants. 

3.1.2.3
Simulation Vs. Real-time Mode for Pilot Project

Because of the legal uncertainties, the many technical complexities regarding how the warning message will be disseminated and received, and uncertainties regarding what actions can realistically be undertaken in response to a warning of a few seconds, it is recommended that consideration be given to limiting the pilot project to a “simulation mode” only. Under this strategy, the primary purpose of the pilot project would be to:

1.
Test SCAN’s technical features, 

2.
Identify what end user response plans and actions are reasonable and feasible,

3.
Understand more completely the complex issues of how to promote effective response on the part of the human recipients of the warning (as identified in the DRC report).

No attempt to operate all of SCAN’s envisioned features during an actual earthquake would be made under this strategy. Such a pilot project could still achieve significant results. Meanwhile, the issue of how to avoid the potential legal snares discussed above could be addressed.

3.1.2.4
Other Legal Considerations

Though the protections afforded public entities and officials in the conduct of their duties are broad, there is a growing body of legal precedents that make it clear that these immunities are not absolute. Legal action can, of course, always be initiated; what should concern us is how to design a SCAN strategy that minimizes the likelihood that any legal action would result in finding against the operators or users of the system.  There are two broad areas that should be considered: ensuring continual operational effectiveness of the system and, since the overwhelming thrust of law relates to immunities for public entities and officials, protecting, to the extent possible, private organizations or individuals who are involved either as end users or contractors to SCAN.

The most frequent grounds for successful legal action against entities or individuals relating to warning systems center around failure to maintain the system and failure to correctly interpret data resulting in inaccurate or false warnings.  Warnings related to weather dominate the legal precedents, and inadequate maintenance of the designed and deployed systems is the most commonly cited grounds for determining negligence.  Because of the inherent and largely untested features of SCAN, the potential for incurring liability as a consequence of system failure is not trivial. No other existing warning system is designed to operate as rapidly or interpret data about which there is a great deal of uncertainty in real-time as has been proposed for SCAN.  In addition, unlike weather warnings which can be considered routine in the sense that hundreds are issued by the National Weather Service annually, SCAN warnings will in all likelihood be rare events.  The scenario earthquake that would offer the greatest warning time is a once-in-a-lifetime event, if that. System reliability, as well as training recipients of the warning to act in a timely manner, is a daunting challenge. 

SCAN utilizes more sophisticated equipment and a much denser network than previous systems. Sophisticated equipment requires regular maintenance. Instrumental density means more equipment to maintain that is deployed over a very large geographic area, all of which translates into robust on-going budgetary allocations.  All of these factors should be carefully assessed prior to making a commitment to provide a public warning via SCAN.

Existing scenarios for how SCAN will be deployed, maintained and used all involve, to one degree or another, private entities.  As has been noted above, the issue of the legal implications of private organizational involvement in public safety warning systems is largely uncharted water. The DRC report cites one case in which the Weather Channel was sued when a fisherman drowned after encountering bad weather. The Weather Channel successfully defended itself when the court found that weather forecasting was not an exact science for which a broadcaster should be held liable (DRC, 2000,p. 72)

An additional consideration is that unlike virtually all other warning systems, SCAN will be involved in both the issuance of the warning and the dissemination of the warning message.  That is, in weather warnings and even the Parkfield prediction experiment, the key public agencies – NWS, USGS – are responsible only for the technical evaluation to determine that the thresholds for issuing the warning have been met. The actual dissemination of the warning to those at risk is conducted by the media. SCAN will be responsible for both issuance and dissemination, making the issue of system reliability even more significant.

Care must be taken not to oversell SCAN.  Potential limitations should be clearly identified to end users and the public and private entities should exercise great care before assuming a duty to issue a warning to the public. 

The 1989 Department of Conservation report expressed optimism about the ability to limit potential liabilities for private entities through carefully worded contracts and indemnification clauses.  Perhaps this is the case, but in-depth legal counsel should be sought prior to the deployment of SCAN or the initiation of any stated intent to issue a public warning via SCAN. As recommended, the decision to undertake a real-time earthquake warning system would be a high-level policy decision that is largely protected from legal action. Once this decision is made, efficient, effective, reliable maintenance and operation of the system will be a shared responsibility of all those involved in SCAN, with a resulting potential for legal action.

Because of the uncertainties surrounding the legal protections available to private entities who are participants in SCAN, it is suggested that one of the principle public partners in TriNet – the U.S. Geological Survey, the California Department of Conservation, or a key end user, the Governor’s Office of Emergency Services, be the lead entity.  And, prior to any deployment of the warning system, legal opinions should be sought either through departmental legal counsel, or, in California, through the state Attorney General’s office.

3.1.2.5
Actions for Immediate Implementation

Because of the unprecedented nature of what is envisioned in SCAN, it would be prudent to seek a more formal legal opinion of the issues raised above.  It is recommended that either the Department of Conservation, Division of Mines and Geology, as a TriNet partner, or the Governor’s Office of Emergency Services, as an essential end user of the TriNet products, seek a formal opinion from the state Attorney General.  While such opinions do not have the force of law, they do provide an informed, professional foundation upon which to make subsequent decisions regarding SCAN’s deployment as well as suggest whether statutory changes should be sought. The following are the key questions that should be addressed to the Office of the Attorney General.

1. Does the SCAN system fall within the parameters envisioned in Government Code sections 955.1, 8558, 8675 and 1126 relating to the issuance of earthquake predictions in California, even though SCAN will be only activated when an earthquake is in progress?

2. What actions are necessary at the State level to invoke the immunities envisioned in the above-referenced statutes for warnings issued by the SCAN system?

3. Can SCAN warnings be issued to selected groups or organizations rather than the general public that might be at risk from a potentially damaging earthquake?

4. At this time it is envisioned that SCAN will initially be deployed on a pilot basis to selected users. During this testing phase are any specific actions necessary to invoke the immunities envisioned in California law? 

5. Can deployment of SCAN in the pilot phase result in creation of a “mandatory duty” to warn?

6. Do the immunities outlined in California law apply to private entities that might be partners in SCAN, either in managing the networks that detect the earthquakes or as end users of the warnings?

3.1.3
Final Delineation of Roles and Responsibilities 

Prior to the pilot project, decisions must be made about the organization and management of the SCAN system as a whole. Because of both real and opportunity costs associated with participation in the pilot project, agencies are unlikely to participate in a study that is viewed as “science for science’s sake.”  Pilot project participants should be assured that they are participating in a study that, if successful, will lead to the availability of a new technology that can enhance existing programs to protect employees and the public. Therefore, a commitment must be made by all relevant agencies to continue beyond basic scientific research to the application of an actual earthquake early warning system.  This commitment should be made by key policy-level personnel at all organizations involved in the SCAN project.  These organizations include, but may not be limited to, the TriNet partners (Caltech, USGS, and CDMG), OES, and FEMA.

Beyond making this commitment, these same organizations will be required to assume a variety of roles and responsibilities. There are a myriad of tasks involved in developing an integrated SCAN system.  These tasks include the development of algorithm(s) for the user’s software; development and testing of messages; maintenance and upgrading of alert software; distribution and maintenance of software; user education and support; maintenance of the sensor networks; and post-event follow-up with users.  Ideally, senior policy makers from organizations participating in the development and implementation of the SCAN warning system should work together to decide the final delineation of SCAN system roles and responsibilities.

In order to gauge the actual commitment of these key organizations to the implementation of SCAN, interviews with policy-level representatives from these organizations were conducted.  During the interview process, the agency representatives were asked to address several key questions related to the role they see their agency playing in the development of the various components of SCAN. The questions and the responses received are summarized below:  

1.
In thinking about the implementation of SCAN in Southern California, how will the network of sensors required for the system to function be funded and maintained?

USGS will continue to provide funds and personnel to support and maintain TriNet.  They will also continue efforts to obtain additional funds for enhancing the network as part of the Advanced National Seismic System Program.  The USGS representative was fully aware of the legal issues associated with SCAN, should the network not be appropriately maintained.

Caltech will continue to participate as an active member of TriNet and will provide maintenance support for the network.

CDMG will continue to participate as an active member of TriNet and will provide maintenance support for the instruments that are operated by the Division.

OES will continue to provide financial support to TriNet through its management of the California Integrated Seismic Network.

2.
Who do you see as responsible for the development of the algorithms for earthquake early warning (i.e., the science of determining that an earthquake is in process and predicting its probable maximum magnitude and ground motion at a certain sites in southern California?).
Caltech has taken the lead in the development of prototype software that can eventually provide this capability.

To the extent possible, both the USGS and CDMG will provide support to Caltech in the development of the prototype software.  Currently, neither agency has the resources to assign full-time personnel to the effort.

3.
What role would you play in the development of software that can receive and translate the earthquake early warning data into messages for the users of SCAN?  Who should distribute the software and provide user training and technical support?

Given their statutory responsibility for issuing geologic hazard warnings, the USGS believes this to be their primary responsibility, although the southern California regional office does not have the resources to actually do it.

In California, the governor has statutory responsibility for issuing warnings of imminent peril.  OES has the operational responsibility for effectively disseminating such a warning, and as such, would want to coordinate with the USGS in the development of the software, its dissemination, and in the provision of user training and technical support.

4.
Who should have primary responsibility for the broadcast of an alert?

The USGS does not have the communications hardware to broadcast the alert, although it would actually be a USGS warning message. Caltech would be the most practical venue from which to broadcast the alert since the EWS data would be received and processed at that location.  Also, Caltech does apparently have the technical capability to broadcast the alert as it now does for CUBE. 

OES has responsibility for California’s Warning Center, but recognizes that the broadcast of a SCAN alert cannot be done from that site. OES is willing to support efforts to ensure that Caltech’s broadcast system functions effectively and is appropriately maintained.

5.
What do you see as the coordination and interface between the various agencies involved in SCAN (TriNet institutions, the local, state and federal emergency management structure, and user organizations)?

OES is willing to take the lead in coordinating the interface of the various agencies that would have to be involved in the implementation of SCAN.

Based on the responses received from these interviews and other information complied during the policy study, Table 1 lists the roles and responsibilities of the key organizations that would be involved in implementing SCAN.  Also listed in Table 1 are other organizations, as well as their assumed roles with respect to each task component and subcomponent, as determined by the project team.  As indicated in the table, some organizations have responsibility for the scientific assessment phase of the warning systems, while others are responsible for disseminating alerts and for ensuring that appropriate response actions are undertaken.  It should be noted that the assignment of responsibilities reflects the project team’s best understanding of SCAN as currently envisioned. 

Table 1.  SCAN System Areas of Responsibility

	
	TRINET
	
	
	

	Area of Responsibility
	USGS
	CIT
	CDMG
	OES
	Users
	Others?

	(1)  TriNet network operation 

      and maintenance
	P
	P
	P
	
	
	

	(2)  Earthquake detection  

      algorithm development
	S
	P
	
	
	
	CEPEC- review

	(3)  Earthquake detection   

      software development &       maintenance
	S
	P
	
	
	
	

	(4)  Development of  

      algorithm(s) for user 

      software
	P
	S
	
	
	
	CEPEC- review

	(5)  Message text 

      development
	P
	
	
	P
	S
	outside consultants – S

	(6)  User software  

      development
	P
	
	
	
	
	outside consultants-S

	(7)  User software 

      maintenance
	P
	
	
	
	
	

	(8)  Distribution of software
	P
	
	
	S
	
	

	(9)  Marketing of system & 

      software, outreach
	P
	
	
	P
	
	

	(10) User education/training
	P
	
	
	P
	
	outside consultants-S

	(11) Technical support
	P
	P
	
	S
	S
	

	(12) Alert distribution & 

       broadcast
	P
	
	
	P
	
	

	(13) Pilot system implementation and evaluation
	S
	S
	
	P
	
	outside consultants -S

	(14) Post-processing 

       software/response 
	S
	S
	
	S
	P
	outside consultants- S

	(15) Post-event follow-up
	P
	P
	
	P
	
	

	Notes:   (a) USGS = United States Geological Survey, CIT = California Institute of Technology (Caltech), CDMG = California Division of Mines & Geology, OES = California Governor’s Office of Emergency Services, CEPEC = California Earthquake Prediction Evaluation Council; (b) P = Primary Responsibility, S = Secondary/Support Responsibility (i.e., provides input, feedback or supports the process) 


Opinions from agencies and individuals, beyond those interviewed, may also be needed.  For example, advice from CEPEC, on the validity of the science, or the Attorney General’s office, to clarify legal authority issues, should be sought.

3.1.4
Meeting with Potential Users/Pilot Project Participants to Facilitate System Integration 

Once the organization and management structure of the proposed system is determined and commitment made to furthering the goals of the project, representatives of the relevant agencies should meet with potential users to facilitate integration of the SCAN system into users’ systems.  This meeting with potential pilot project participants/potential system users has a dual purpose.  On one hand, it will provide potential participant organizations an opportunity to obtain the information necessary for their own decision-making processes.  As stated previously, all the organizations interviewed as key informants require more information about SCAN before making any decisions about implementation or participation in a pilot study.  These organizations need more technical details about how SCAN works and the reliability of the TriNet and SCAN systems, as well as practical ideas and assistance for how SCAN technology can be integrated into existing organizational systems.  Potential users may also require assistance in determining levels for alert thresholds.   

On the other hand, a meeting with potential pilot project participants/users would also provide TriNet with necessary information on users’ requirements for the system.  This includes requirements for the development of software that would be used to receive and disseminate the SCAN message at the users’ end of the system.  Designers of the SCAN software need to understand the design specifications necessary to allow users to integrate the system with their current technological systems.  It is recommended that in meeting with the users, that a broad range of participants both from TriNet and the user organizations be included.  These would include scientists, software developers, policy makers, information technology individuals, persons from safety/emergency services, and facility engineers. 

4.
Technical Tasks

The technical and scientific tasks required for implementation of the SCAN system and it’s pilot project are significant and many are already being undertaken by the TriNet partners.

4.1
Earthquake Detection Algorithm & Software Development 

The earthquake detection algorithm is being developed at Caltech in conjunction with on-going TriNet research.  In addition to development of the scientific algorithm for earthquake detection, functioning software must be developed, installed, and maintained. Participating organizations must thus be willing to make the necessary investment in development and maintenance.

4.2
Message Text/Content Development 

In order for the final alert message received by the user to be effective, both the content and the delivery of the message must be carefully considered.  As noted in DRC’s recent Task 2 project report (DRC, 2000), in order to be effective in motivating action, warning messages should be clear and specific, should be issued by a familiar and credible source, and should be communicated in ways that lead warning recipients to personalize the risk and take appropriate action.  Messages are more effective when delivered through multiple channels or media.  For example, school systems often use an audio alarm, followed by a short, precise, repeated, recorded message, supplemented by spoken directions from teachers. Research indicates that messages that are ambiguous, that lack clarity and specificity, or are not reinforced are unlikely to motivate protective action.

According to information provided in meetings with TriNet scientists, it is envisioned that the final user message will include magnitude, probability, and time frame (e.g., “Ground motion from an earthquake with a magnitude of at least X.X, with a xx% chance of exceedance will strike your location in XX seconds”).  This sort of message addresses a number of the issues identified above.  

Research also suggests that steps need to be taken to ensure that warnings can be refined, modified, or withdrawn if necessary. For SCAN, one possibility is to differentiate the SCAN message into discrete alert stages (perhaps keyed to increasing probability), to allow for canceling of false alarms before reaching the final stage.  Another issue for consideration is the determination of an appropriate frequency of update.

4.3
Selection Of Alert Dissemination Mechanism

As noted in the DRC Task 2 report, message distribution by multiple channels increases the likelihood that warning messages will achieve their ultimate objectives. Particularly in cases in which life-safety is a goal, it will be necessary to explore ways in which the initial warning message can be reinforced and additional information provided.   In addition to broadcast of SCAN messages for computerized receipt by subscribers, additional broadcast options are available for eventual use.

1.
Internet-based distribution – a “push” of information to users, including those with the SCAN software.

2.
Broadcast Radio/TV – The Mexico City Sistema de Alerta Sismica (SAS) utilizes three methods of distribution, including radio transmission.  Forty-six radio stations have the SAS alert receivers, of which 18 have an automated broadcast response, which consists of a “clearly identifiable tone and the statement ‘alerta sismica, alerta sismica’ ” (Goltz and Flores, 1997).  Similar broadcast mechanisms could also be implemented in southern California.

3.
NOAA Weather/Emergency Radio – digital weather radios could be used to receive SCAN alert signals.  The newest weather radios are “equipped with a special alarm tone feature (that) can sound an alert and provide immediate information about a life-threatening situation.  During an emergency, NWS forecasters will interrupt routine weather radio programming and send out the special tone that activates weather radios in the listening area” (those on standby or alert mode).  NWS Weather Radio broadcasts warning and post-event information, and is an all-hazards” radio network, integrated with the FCC’s new Emergency Alert System.  Messages can be targeted to a specific area with digital technology called SAME (Specific Area Message Encoding) and NOAA is moving toward automated broadcasting of weather information and warnings.  Residential grade receivers cost between $20 and $200, while industrial/commercial receivers may cost as much as several thousand dollars.

4.
Cell phones/pagers.

4.4
Development of User Software

As currently planned, the basic SCAN message will include general earthquake information (epicenter location, origin time, current rupture length, current magnitude based on current rupture length, number of stations reporting, etc.).  From this information, the user’s receiving software will determine local impacts, based on minimal user-input information (such as address, magnitude or intensity or acceleration threshold of interest, and a probability threshold).  This user software, then, must be capable of taking the SCAN alert message and estimating local ground motion, including probability of local shaking, arrival time, and potential level of damage at the user’s location.  According to TriNet personnel, their initial vision is that the final message would provide the user with an expected shaking level, an estimate of its reliability/probability/uncertainty, the expected time of arrival, and the duration of shaking.  In summary, TriNet/SCAN sends general information about the earthquake, and the software installed on the user’s computer calculates site-specific warning information.

A number of technical questions and issues exist with respect to this phase of the warning process, including the following:

1.
How much additional time is required for the processing of the basic SCAN message to generate the user’s customized alert?   Whatever additional time is needed will further reduce the amount of warning time for the user.

2.
It must also be noted that regardless of how sophisticated the technologies that are eventually used may be, there is still a critical behavioral component to any warning response; getting people to take protective action will always require additional time and effort over and above what is needed for processing and transmitting information.  In other words, in thinking about whether the system provides additional advantages for users, we cannot assume that users will respond to warning information automatically.  Rather, they themselves will go through an additional "information-processing" step before they act.  This extremely problematic phase of the warning process must be addressed. 

3.
The software will likely require the user’s location in latitude/longitude.  Since adding a geocoding component to the SCAN software would entail numerous complications, the best solution would be to have user organizations geocode their own addresses.  This may be accomplished in a number of ways: by having the install/set-up program direct the user to one of a number of available Internet mapping websites (such as www.mapblast.com or www.mapquest.com), or by having a link to one of the mapping sites on the TriNet website as part of the download process.  A potential marketing opportunity exists for TriNet to somehow partner with one of these sites, allowing the site to perhaps “sponsor” SCAN.

4.
To determine local ground motions, the software must include attenuation relationships and information about local soil conditions, consistent with the current ShakeMap methodology.  (The simplest means of determining the local soil conditions will likely be to determine the TriNet grid cell the site falls into, and use the same soil information as currently used in ShakeMap).

5.
The algorithm for determining probabilities associated with local ground motion must be developed.

6.
Facility-appropriate damage thresholds would need to be determined.  In order to establish an appropriate ground motion threshold for a particular type of facility or system, an analysis must be performed that effectively ties life-threatening damage or failure to peak ground acceleration.  A more comprehensive assessment could include thresholds associated with damage and economic loss.  This analysis could be based on a review of different fragility models for different facilities.  Criteria could focus on damage or disruption to critical hospital equipment, light fixtures within schools or other high occupancy facilities, or critical data processing systems.  Training sessions and/or detailed user's manuals could be used to help facility operators choose the most appropriate threshold for their facilities.  This development, which would eventually be integrated into any software provided to an end user, would allow the SCAN data on the earthquake to be modified for specific user groups.  An important aspect of this development is the incorporation of uncertainty in the establishment of these thresholds.  The final output from this analysis could be a matrix associating ground motion threshold with different facility/equipment combinations.

7.
The stated preference among TriNet personnel is that the mode of message delivery will be computer-based.  That is, users would be required to have a networked PC with a live (i.e., DSL or T1) Internet connection, with the user software installed and running in the background at all times.  A SCAN message would somehow be “pushed” to the user’s computer or “pulled” down by the software.  The installed user software would receive the message, determine the local impact, and alert the user with an audible alarm, and a “pop-up” message or text box.  

8.
A configuration of this type may limit both the number of potential users and message effectiveness, for a number of reasons.  First, the number of users with dedicated Internet connections may be small.  Second, users may not be sitting at or near their computers at the time of the earthquake.  The key informant interviews, discussed in more detail below, explore the availability of such computers among potential users. 

9.
It is interesting to note that similar software currently exists to allow users to receive National Weather Service (NWS) warnings in near real-time.  The AlertMe ™ software (see http://www.aprweather.com/software.htm to download a demo version, the full version is available for $30.00) can be installed on a PC configured as would be required by the SCAN software.  The user specifies the State and County of interest, the warning types of interest, and the software “pulls” down warning information as it is posted to the NWS website (within several minutes).  Warnings are presented in a flashing text box, accompanied by an audible siren.  

10.
It must be noted that the kinds of hazards for which the AlertMe™ technology was developed (severe thunderstorms, high winds, floods, fog, snow, etc.) are very different from those facing SCAN --particularly with regard to the very short warning times.  However, the system’s basic configuration and operation appears similar to what was described by TriNet personnel, and in that context may prove useful.

11.
The required live Internet connection provides another interesting marketing opportunity.  For example, TriNet could somehow work with DSL or other Internet service provider(s) offering SCAN as a value-added service.

12.
Finally, as currently envisioned by TriNet personnel, the SCAN software would ultimately be available to anyone with a computer.  Users would have to subscribe to the warning system via a web page, and the software would be downloadable from the Internet.  For the pilot study, which would include only a limited number of users, the software could be distributed on CD, or the download could be password-protected.

13.
In addition to the baseline SCAN receiving software, some users will require specific applications designed to integrate SCAN into their existing operations and systems.  These systems or user-specific automated software or development of a response action following the receipt of the SCAN message (i.e., actions taken beyond the SCAN user software) will be the responsibility of the individual user.  Examples would include users tying the SCAN system into their own software to shut down certain processes, tying into their PA systems to alert employees, and developing procedures and training personnel to take protective action. 

5.
Pilot Project Tasks

5.1 Pilot Project User Selection

Over half of the organizations participating in the Task 1 survey and most of the organizations participating in the key informant interview expressed some interest in participating in a SCAN pilot study. Whether pilot study participants come from one of these two groups or beyond, to maximize the effectiveness of the pilot project, participants should be selected to represent the variety of characteristics among potential users.  Thus pilot project participants should be selected so that a full range of the following potential user characteristics are represented:

1.
Type of user organization (i.e., educational, health care, technical/industrial, emergency services, etc.);

2.
Number of sites within the organization (i.e., have both single site and multiple site organizations);

3.
Level of technical capability (i.e., high tech versus low tech)

4.
Type of warning system (i.e., automated responses vs. mediated responses vs. hybrid systems);

5.
Early warning objective (i.e., life-safety, operational, economic); and

6.
Type of response activities planned (i.e., new response activities vs. same response only faster).

Foremost, it will be important that organizations selected to participate in the pilot project commit the required time and effort required to test and evaluate the effectiveness of the system.

A list of potential candidates expressing interest in the pilot study and that meet part or all of the criteria described above include:

1.
Long Beach School District

2.
Los Angeles County Department of Heath Services

3.
Los Angeles City Emergency Operations Organization

4.
Los Angeles City Department of Water and Power

5.
Metropolitan Water District

6.
Kaiser Permanente 

5.2
User Education and Training

A user education program must be planned for potential Pilot Study participants, after the Scientific Workshop described as part of the Policy Task section.  This training should be focused on the use and implementation of the SCAN system from the user’s perspective. The training materials should describe the uses and potential benefits of the system, as well as “… clearly articulate what the system can and cannot do in terms of providing real time alerts.”  Care should be taken not “oversell” the system (DRC, 2000).  Organizations that elect to take part in SCAN should do so with a clear understanding of system capabilities, as well as a clear understanding of the kinds of commitments they must make to realize benefits the system may offer.  Further, this education and training should describe in detail the objectives and the process of the Pilot Study itself.  

5.3
SCAN Testing and Evaluation 

In order to test and evaluate the various components of SCAN to determine effectiveness and the feasibility of full deployment throughout southern California, a multi-phase process will be needed.  This testing and evaluation process should include a series of activities designed to test the various components of the system including: 

· The ability of an electrical signal to be received at Caltech and converted into a usable alert; 

· The ability to transmit that alert to the user’s organization;  

· The ability of the user’s organization to convert the alert into a tangible response; and 

· The overall effectiveness of SCAN as an integrated warning system. 

5.3.1
Conversion of Electrical Signal to Warning Data

The first test component of the pilot project should entail an evaluation of the front-end of the system.  It is necessary to evaluate the ability of the TriNet system to receive a signal from sensors and translate that signal into an alert message in a reasonable timeframe.  Because of the legal ambiguity associated with providing an alert to select organizations, this test should be conducted within the central processing site responsible for receiving data from the sensor network.  This part of the pilot project should be designed so that a signal is received, translated into an alert and sent to another computer at the central processing site.  To evaluate the effectiveness of this component, it is necessary to document the receipt of the alert.  Processing time must also be documented.

5.3.2
Dissemination of Alert to Users

The second component to be tested is the ability to disseminate an alert to end-users.  At first, this would be a technical evaluation of the dissemination component of the system.   This should include an analysis of whether or not the system produced an appropriate signal at the user’s computer, and the timing of receipt of the signal.  The interface between the system and the user's software would also require evaluation.  Because of legal ramifications of sending a signal only to selected users, both this and the remaining components should be evaluated using a simulated signal.

5.3.3
Comprehensive System Testing

A comprehensive test of SCAN is recommended in order to evaluate system integration. This comprehensive test will simulate the real-time seismic monitoring component of the system as recommended in the legal analyses section of this report.   This test can be conducted as part of regularly scheduled disaster drills or exercises.  For example, representatives of Los Angeles County Department of Health Services – Public Health recommended that a pilot study of the warning system be incorporated into the County-wide exercise that takes place every fall.  This exercise occurs in November each year and a number of agencies, including the health department, emergency medical services, emergency management, and hospitals participate in the training.  While schools don’t traditionally participate in the exercise, they could be included.  

This test should include documentation of actual warning times, actual response times, actions taken, cost of receipt of a warning as well as cost to implement response, cost of false alarms and other relevant benefits and costs.  Both the process and the impact of the warning system should be evaluated.  The “process” evaluation determines the extent to which the message is actually being communicated to the people it is intended to reach.  The “impact” or “outcome” evaluation assesses immediate behavioral responses as well as the likelihood that these responses would reduce deaths and injuries, contain physical damage and other costs, enhance emergency response effectiveness, and achieve other user goals.
The comprehensive system test should include an evaluation of the response to the warning message received by user organizations.  In order to move into this phase of the pilot project, appropriate warning messages and training need to be developed and implemented in the user organizations.  This component evaluates actions taken by users in response to receipt of warning information. It answers the questions:

1.
Once the user’s computer receives the signal, what actions does the user take?  

2.
How long does it take for those actions to occur?  

3.
Are users able to accomplish response actions before ground shaking would have occurred?

The function of systems set for automated responses will also be evaluated in this stage.  Questions to be answered include: 

1.
Once the user’s computer receives the signal, what automated mechanical or computer responses occur?  

2.
How long did it take for those responses to occur?  

3.
Does the automated response occur before ground shaking would have started?

Another key issue that should be evaluated in this component is the extent to which the warning process achieved its intended objectives, that is, to what extent does having a real-time alert system constitute an improvement over current emergency response practice.  For example, if current training stresses the need to take protective action when shaking begins, how much of an extra advantage does the warning technology provide?  Does having a warning system in place actually allow additional time for taking recommended safety measures?  How much of an extra advantage is there in shutting down key operations before shaking begins, or might doing so actually be disadvantageous under some circumstances?
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T = distance – To 			To = overhead time = TP + TF 


      3km/sec





Where:


TP = processing time = about 7 seconds, and 


TF = first arrival time = about 2 seconds for 1 station, and 4 seconds for 2 stations





Therefore, To = 9 – 11 seconds (1 station vs. 2 stations) with a best estimate of 10 seconds.  The 10- second figure represents the ideal TriNet system configuration (i.e., 1000 instruments).  The reality of just 150 stations (actual configuration) would result in an overhead time closer to 20 seconds.
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