Requirements for an Earthquake Information Distribution System

Overview

The rapid and reliable distribution of accurate information  following an earthquake is critical for emergency responders, the media, and the public.  For a number of years, seismic networks in the United States and elsewhere have struggled with the development of systems for information distribution, using a variety of approaches.  

The Advanced National Seismic System (ANSS) is an initiative lead by the USGS to integrate, modernize, and expand earthquake monitoring and notification nationwide.  One of the goals of the ANSS is to ensure the delivery of timely information in standard formats and displays to users with specific applications for these results and to the public in general.  In order to fulfill this goal, the ANSS is working with partners, member networks, and clients.

As a region of the ANSS, the California Integrated Seismic Network (CISN) has also been involved in efforts to integrate and modernize earthquake reporting in California.  The CISN is a partnership among the California Geological Survey, the Berkeley Seismological Laboratory of the University of California, the Seismological Laboratory of the California Institute of Technology, the USGS – Menlo Park, the USGS – Pasadena, and the California Governor’s Office of Emergency Services (OES).  

This panel was convened at the request of USGS and OES leadership to review and make recommendations on the development of an earthquake information distribution system.  Competing distribution systems will confuse and frustrate clients, increase the complexity of operations, and waste developer resources. A single, a well-defined data delivery interface will also facilitate the creation of end-user client software and increase the usability of the data products. 
This document represents the outcome of deliberations of the  Ad Hoc Panel on Earthquake Information Distribution (AHPEID).  The panel met at Berkeley on July 9 & 10, 2003.  Specifically, as charged, we 

1) Review current earthquake information product types and distribution systems, review the users’ needs, and assess the strengths and weaknesses of current product distribution systems; 

2) Define the requirements of a single earthquake information distribution system; 

3) Provide recommendations for the interaction any product-related services with the newly-defined earthquake distribution system, and hence make specific recommendations for services that are currently in use or in development. 

Assessment of information products and  current distribution  systems

[Missing here – a discussion of the products which can be drawn from the spreadsheet shown at the meeting.]

Over the years, a number of earthquake information distribution systems have been developed.   As part of the panel, we reviewed three systems:  QDDS, QuakeWatch, and ShakeCast

All three applications have significant merit, use fairly modern computer science concepts, and are backed by excellent computer engineers. Each provides a service which adds value to seismic information products currently being generated at ANSS network centers. However, each of these systems uses a different mechanism to communicate between servers of data and the contributor or consumer of seismic information.  We expect that continued development of these three programs without integrated coordination will result in problems both from the end user's perspective (different ways to get similar types of information) and from the network operators perspective (needing to maintain, interact with and support different mechanisms for delivery).  

Common to all of these systems was an apparent lack of previous widespread review and limited of coordination with developers of related applications.  Each has been developed at the request of a relatively small subset of the seismic network community to solve a particular problem.  This lack of coordination speaks to a lack of planning and management at higher levels of the ANSS to provide direction and structure to software development efforts.  Unlike the CISN, the ANSS has no policy on how major software or systems development is planned, designed, funded or managed. In the end, the lack of coordination and oversight will create unforeseen problems and will likely cost more.  

For completeness, the following restates the review of products provided by the CISN in its request to the California Office of Emergency Services and the USGS, but each product has now with an “Assessment by Committee” remark.

QDDS
Goal: Distribute rapid notification of earthquake parametric information from all regional networks and NEIC to both sophisticated earthquake recipients and the general public.  Subscription to QDDS is self-initiated for users who only need to receive information and requires no intervention by maintainers of QDDS distribution systems.  Information delivery is designed to be robust in the presence of network outages and support large numbers of clients.

Description - Stephen Jacobs, a summer employee at the USGS Menlo Park, wrote QDDS in Java during the summer of 1998. Alan Jones, a USGS volunteer affiliated with SUNY Binghamton, now supports it. Its primary use is to deliver hypocenter information to the Recenteqs systems web pages from the NEIC and all of the regional seismic networks with real-time capability. The QDDS notifications are also sent to the CISN Display (see below), trigger teleseismic waveform triggers on regional networks, and activate EqInTheNews.  It is used by CBS News and PG&E who integrate this information into their internal systems.  There are presently three distribution hubs (2 USGS and one at IRIS). QDDS clients automatically recognize a gap in messages and can request retransmission of missing data.  Through many years of debugging it now operates reliably.  

Limitations - It cannot pass through firewalls without explicit configuration. This is difficult and sometimes impossible in many bureaucracies.  Message delivery is not guaranteed because it uses UDP.  There are limitations on the file-size of information that can be distributed via UDP.  QDDS can only distribute ASCII information. Consequently, it cannot distribute large binary objects like graphics images.  The only support of QDDS is by a retired, volunteer software developer. It has primitive security, but Alan Jones is beginning to implement public/private keys to the system.

Assessment by Committee – Of the three applications, QDDS is the only software that only performs distribution.  The software is probably not easily expandable to many end users.  A good interface for the casual user is absent.  It has served us well, but it needs to be replaced with the next generation of software.
CISN Display

Goal: Provide a user-friendly portal to a wide range of earthquake information. Another goal is to proactively notify users of new information. It presents a GUI map display of near real-time seismicity.  The product is designed to deliver earthquake and product notifications reliably to critical users, such as emergency response centers, utilities companies and media organizations. The CISN Display also provides clickable links that automatically open a web browser and access web-based products like ShakeMap, focal mechanisms, and seismograms.  The system design is flexible to allow addition of new features and products.

Description - The State of California funded the CISN to develop a replacement for the CUBE/REDI display, which ran on a DOS platform and received earthquake hypocenter information via alphanumeric pagers.  Caltech contracted with Instrumental Software Technologies, Inc (ISTI) to develop this system.  Critical users that have expressed interest in beta testing include OES, MWD, LA DWP, Caltrans, and TV stations in Los Angeles.  The client displays near real-time seismicity on a map, with options to open a web browser to view related products for an event, like ShakeMap, “Did You Feel It?”, focal mechanisms and other products that may be developed in the future.  While not a full-function GIS system, the CISN Display allows users to overlay graphics layers on the seismicity map like infrastructure, facilities or ground motion contour files acquired independently using a web browser. QuakeWatch features client/server architecture and is written in Java.  The design includes multiple and redundant servers. A beta version of the software is being tested and user testing is expected in March 2003.  At present, the QuakeWatch server receives notifications from QDDS, and the CISN Display development effort has contributed to improvements in the QDDS software.  In the future the QuakeWatch server will receive data via other mechanisms including direct connect to databases.  

Limitations - Like QDDS, it cannot pass through firewalls without explicit configuration. This is difficult and sometimes impossible in many bureaucracies. Messages are XML delivered via CORBA over TCP, and require support of those technologies on the client.  The only support is by a contractor, ISTI.  The system is designed to scale to any number of clients; however this aspect of the design has not been tested.  The distribution package is presently coupled with the display package, but conceivably could be separated.

Assessment by Committee - This application combines the functions of QDDS, QPager and a catalog search engine.  It likely will provide users with a good interface to displaying seismicity information and alerting users based on locally specified criteria. Its use of CORBA technology circumvents most firewall issues and is a modern platform for interfacing with other seismic applications through APIs.  It is unclear if the communications design is sufficiently general to facilitate the transfer of all types of seismic information products. Like ShakeCast, it is a total end-to-end system with poor overlap with other applications.

ShakeCast
Goal: Allow users to reliably and automatically receive and process shaking data from ShakeMap, lets organizations and users define locations and thresholds of interest (facilities) and set shaking thresholds (green, yellow, red) in multiple shaking metrics (acceleration, spectral response). Based on user-supplied parametric definitions of damage levels, software can rapidly deliver to end users electronic notification of facilities that may have sustained damage in a prioritized customized, easy-to-use form.

Description  - The USGS provided seed funding to develop a system to distribute and automatically process shaking information to critical users, such as emergency response centers, utilities companies and media organizations.  USGS contracted with Gatekeeper Systems to develop a system design document and a prototype system.  ShakeCast features client/server architecture. The software specifications call for users being able to customize their clients to received and process ShakeMap data for events of geographical interest or by shaking level.  The design includes multiple and redundant servers. The software’s distribution is based on XML messages via HTTP.  The server can operate in two modes, 1) data-push if firewalls are not an issue, or 2) via polling on the standard web server port (80) if a firewall is in place. The ShakeCast specification document includes capabilities to interface ShakeMap data with end-user GIS systems and to redistribute ShakeMap data within an organization.  Caltrans has been selected as the first beta user.  Several other critical users have asked to be beta testers, including PG&E, FEMA, California Earthquake Authority and SBC. All these users have severe firewall issues yet require ShakeMap to be delivered automatically.

Limitations – This system is designed for automatic and reliable distribution and utilization of shaking data, although it could possibly be expanded to include other products. Many users will have GIS in place but require automatic delivery of maps to begin loss estimation. For non-GIS users, the distribution package includes tools for automatically evaluating and prioritizing facility damage. It does not include a display package, but conceivably this could be added. The system overcomes firewall issues by polling the server at intervals. The ability of the system to scale to large numbers of clients has not been tested.  The only support is by a contractor, Gatekeeper Systems. Funding to complete the software has not been committed.

Assessment by Committee - This application is well suited to a specific set of earthquake information users and does a good job dividing the responsibility between the seismic networks (produce the shaking information) and the end user (damage estimates).  Putting all of the responsibility of fragility information in the hands of the end user is well justified.  The technology behind the information transfer solves some of the problems of QDDS through a fairly complicated interchange of information via multiple servers and http requests, but it requires the existence of an Oracle DBMS.  Its "notification" and distribution aspects are specific to the user who only cares about a specific set of points where damage is to be estimated, and does not address more general notification needs of many clients.

Requirements of an earthquake information distribution system

Based on the review of the current systems and some knowledge of new opportunities on the horizon, we propose the following requirements for the earthquake information distribution system so that a limited number of suppliers can distribute products reliably to thousands of users and numerous client applications.

A. Functions

1. The system will utilize Web services for all data transport.  A “Web service” is defined as follows:

“A Web service is a software system identified by a URI [RFC 2396], whose public interfaces and bindings are defined and described using XML. Its definition can be discovered by other software systems. These systems may then interact with the Web service in a manner prescribed by its definition, using XML based messages conveyed by Internet protocols.” (W3C Web Services Glossary, Working Draft, 14 November 2002, <http://www.w3.org/TR/2002/WD-ws-gloss-20021114/>)

2. The system will collect and rapidly disseminate notification messages in a standard XML format, regarding:

a. Parametric descriptions of the earthquake and ground motions, such as hypocenters, magnitudes, source mechanisms, slip distributions, peak ground motions, early warnings, and related uncertainty information

b. The availability of new or updated data sets, images, advisories, and other supplemental representations of seismic events; and,

c. Updates, corrections and cancellations of previous notifications.

3. Basic data describing seismic events will be included in the notification messages.  Extended data sets and binary objects (> 2 kilobytes) will be referenced in the notification messages via Uniform Resource Indicators (URIs) from which the data may be retrieved.  (Performance standards for these ancillary services are beyond the scope of these requirements.)

4. Notification messages forwarded by the dissemination service will include a unique identification number from a single consecutive series.

5. The dissemination service will provide the following functions using Web service interfaces:

a. Reception of new notification messages “pushed” from authorized sources;

b. Immediate forwarding (push) of notification messages on arrival to active (subscriber) client systems;

c. Retrieval (pull) of notification messages on request from subscriber or passive client systems;

d. Retrieval on demand of a list of recent (last 3 hours) notification messages;

e. Subscription of a subscriber system; and,

f. Cancellation of a subscription.

6. “Subscriber” client systems will provide the following functions using Web service interfaces:

a. Reception of new notification messages from the dissemination service;

b. Automatic subscription to the dissemination service (by providing the subscriber’s network address and supplemental identification information) at start-up;

c. Cancellation of subscription at shutdown;

d. Regular polling of the dissemination service recent-notices list at start-up and whenever no new messages have been received for a designated period (typically 1 minute); and,

e. Automatic re-subscription and retrieval of any missed messages whenever a communication failure is detected, either by a mismatch between local records and the retrieved recent-notices list or by receipt of an out-of-sequence notification message.  (The client system’s operator(s) should be notified of any communication failure longer than 5 minutes.)



7. “Passive” client systems will provide the following functions using Web service interfaces:

a. Regular polling of the dissemination service recent-notices list (typically every 5 minutes); and,

b. Retrieval from the dissemination service of any new or missed messages as indicated by comparison of local records with the retrieved recent-notices list
.

8. A separate monitoring system will detect any failure of the dissemination service, and report it immediately to the system operator(s). 

9. The dissemination service will report any loss of communication with any subscriber clients for more than 20 minutes and report it immediately to the system operator(s).

10. The dissemination service will delete any subscription for a client which has not communicated for more than 1 hour.  (The client will automatically resubscribe when it reestablishes connection.)

11. Each client system (subscriber or passive) should provide a mechanism for detecting failures of communication with the dissemination service to its own system operator(s).

B. Performance

1. The dissemination service will be provided using facilities sufficient to transmit new notification messages to up to 1,000 subscriber client systems within 2 seconds in 99.99% of instances, while also responding to queries for the current message list and individual messages at an average rate of up to 66 queries per second (e.g., 10,000 passive clients polling at 5 minute intervals and retrieving one new message) within 5 seconds in 99.9% of instances.

2. The dissemination service will maintain overall availability of 99.999% at the specified performance levels.

3. The dissemination service will be implemented in a manner that will permit future expansion in client capacity up to at least 10 times the initial specified load while maintaining or improving the specified performance standards.

C. Other

1. The dissemination service will utilize redundant facilities at physically dispersed locations. 

2. Public-key digital signatures by data providers will be required to authenticate messages received by the dissemination service.  Unauthenticated messages will be logged in an error file and rejected without further action.  Messages forwarded to dissemination system recipients will also be signed by the dissemination service to ensure system integrity.  

3. Additional Web services such as data-correlation, analytic and archival services may be compatible with the dissemination service, but are beyond the scope of its initial implementation.

4. For demonstration purposes, reference client implementations using both subscription and passive modes and user-configurable email outputs will be provided as open-source products available to the public at no charge.

5. All interfaces used in this system will use HTTP POST for “push” transactions and HTTP GET for “pull” transactions and will be documented in the form of WSDL files.

6. The Common Alerting Protocol (CAP) message format will be used as a basis for the notification message.

7. Daily logs of distribution activity, error conditions, and configuration parameters will be created.  Verbosity of logging will be configurable to assist in debugging.

8. Distribution system will automatically delete files and data older than a configurable interval.

9. System will detect and notify administrator when software updates are ready to be installed.



Recommendations

All of the systems reviewed by the AdHoc panel have interesting and different solutions to the problem of earthquake information distribution.  Each system has its strengths and weaknesses.  The AdHoc panel recommends the WebServices approach as a developing standard that is most likely to address the growing issues of firewalls while providing the necessary infrastructure upon which many exciting applications may be developed.  The AdHoc panel makes the follow recommendations for the system:

· The specifications in this report should be expanded and used to develop and deploy a new distribution system within one year (i.e., by July 2004).  Sufficient resources should be made available to complete this project.

· When completed, future USGS/CISN-funded products should be directed to utilize this distribution system

· Projects in progress should utilize the new notification service when available.  That is, ShakeCast and CISN Display should be transitioned to use the earthquake information distribution system when it is completed.

· No further development for QDDS is recommended.

· It is clear that the federated nature of the ANSS creates complications for earthquake information in terms of a single, unchanging “handle” for an event.  It is necessary to develop an earthquake view-association service to provide this capability.

· A flexible notification client to the distribution system for email should be developed

In terms of coordination of products, the AdHoc Panel recommends

· Establish an integrated portal where everything is available.

· CISN/ANSS needs to develop a brochure describing available products, services & applications

Finally, although the ANSS is still in the early stages of development, it is critical that the USGS management establish a software/systems development policy, which requires appropriate review and adherence to ANSS system-wide standards for any development done by USGS staff and/or funded by USGS funds.  This certainly could slow some development efforts now but in the long run will be far more efficient and cost effective than the current ad hoc policy.  At the heart of making such a policy effective must be the fundamental system-wide standards to which software must adhere.  These standards must be the first and top priority for development.  A systems engineering effort should be started immediately to develop these standards.  Those doing this engineering MUST include experts from outside the USGS or their supported university networks who have general expertise in modern computer networks, systems engineering, distributed databases and information distribution.

�I suspect this is an implementation issue, but I was thinking of two classes of subscriptions. 





1) for important users. The operators of the distribution service would maintain a list of authorized users who could connect to this “private” server





2) for the rest of the world, who can automatically subscribe and compete for resources.


�I favor only the “subscription” model above. I think the passive “pull” mode is too slow and is probably not required unless we are swamped by users, which I think unlikely based on the number of QDDS subscriptions.


�These numbers seem excessive to me. Depending on the response to my comment above, I would reduce the passive queries by at least an order of magnitude to simulate retransmit requests.


�Am I in the weeds again?





